Fraud using the internet can take may forms
from blatant use of stolen credit cards to
identity theft, phishing and becoming a
“mule”.

Web ']-T_.'-i ;m;w

Affiliate marketing fraud is a growing concern for many
internet businesses and the business owner has to be aware
of the tactics used by criminals to extract your money.

| have been caught up in fraudulent activity on-line through
fake credit cards, suspect PayPal accounts and unscrupulous
affiliates.

This is my story. Doug Beckers




Fraud Elements

Elements that are required to make the fraud work:

_t.lj‘ﬂrdt{@]ﬁ h
*A website ( | that sells a product. E
For example, Lifetime membership for S997.00 or Gold membership

for $1.00 then $47.00/month after 14 days thereafter.

AutoWebBusiness.com

*A website (www.wonderfulwebwomen.com) that sells a product via

o . Finally: "A Shopping Car
an on-line shoppingcart ( ). ron s Acomghisor)
*The website (www.wonderfulwebwomen.com) has an affiliate | "W W
program related to the products for sale. T

User Name:

Password:

*An affiliate that has a PayPal account.

*A buyer that has clicked on an affiliate link and then purchased a
product from

*A naive business owner — me.
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It all starts here

A persons joins the
wonderfulwebwomen.com
affiliate program and becomes an
“affiliate”

The affiliate promotes a product on the

The Affiliate /Merchant Money Trail

The affiliate must have
a PayPal account to
receive the commission

wonderfulwebwomen.com website with a

special “affiliate link”

A customer using the affiliate link
purchases a product from the
wonderfulwebwomen.com
website

15t step of purchase is made via
autowebbusiness shopping cart.
Credit card details collected via
SSL server and details collected
in autowebbusiness database.

The affiliate receives a
pre-determined
commission for the sale
of each product.

2nd Step of purchase is via payment

gateway, EWAY. EWAY collects
information on credit card and
determines if credit card has been
report as stolen or of there are
sufficient funds in the account

FRAUD OPPORTUNITY

Purchaser has a stolen credit card and gets the

FRAUD OPPORTUNITY
The affiliate may have
a stolen credit card and
successfully opened a
Paypal account

For a $997 product
the affiliate is entitled
to a 30% or $299.10
commission

4t step, commission
paid to affiliate

3"d step of purchase. If
transaction is
approved/successful,
money is transferred into
Merchant Account

goods/service, in our case access to membership sites




Checks and Balances

FRAUD OPPORTUNITY
Check that the IP address is in the same country as
the Affiliate Postal Address

Affiliate Checks

Check the IP address of
the affiliate against the
address of the affiliate

But, the IP address is in

The postal address is in Australia Thailand

Client Details: ITTRGGGG_G_—_—

Date Created:

Client Type:

Affiliate:

Opt-In Status:

Phone:

Secondary Phone:

Referred By:

Fax: |

Email; RO

Schedule Future Email

§/3/2010 11:40:00 FM
Prospect
fes

Affili ate

Address1: |92 Albert =t

Address2: |

City/Town: |Eas1 Melbourns

tate fProvince: |\‘,.|C

|3002

Country: |AU

Eligible to Recerge Email: res | Rermowe From Mailing List

Ad Mame: Morme

Noneln)

Latest IP:

Original IP: 183.89.188.198 [

Autowebbusiness client output data

IP Information:

ISP:
Organization:

city:

Region / State:

Country:

Country Code:

Continent:
Time Zone:
Latitude:
Longitude:
Postal Code:
Metro Code:
Area Code:

183.89.188.198
3BE Broadband
3BE Broadhand
Bangkok

40 Krung Thep
Thailand ==

TH

AS
AsiadBangkok
14.74

100.51670074463

nfa
néa
nfa

Source:

It appears that there is potential fraud happening here, be vigilant with affiliate.
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Checks and Balances

FRAUD OPPORTUNITY
Check that the IP address is in the same country as
the customers Postal Address

Customer Checks — part 1

The IP address is in the
the United States.
There could be fraud
happening here.
Investigate further.

Check the IP address of
the customer against
the customer address

The postal address is in the United
Kingdom

Customer Billing Inforrgation

Name: ; Address 1: I

Email Address:
IP Address: 204,152.,215.147 Elock IP

Company:
Phone: -+

Secondary Phone:

Fax:

Payment Information

Card Type: Wisa

Card Number:

| —
Expiration Date: ———
Name on Card: N

Charge Status: Accepted 000931

Transaction ID: 25315763

City/Town: Eastchurch
State fProvince: kent
Zip/Postcode: MELZ 4EH
Country: United Kingdom

Where From:

Shipping Address

Name: "
Company:

Address 1: &1 High St
Address 2:

City: Eastchurch  State: kent

ZipfPostcode: ME1Z 4EH Country: United Kingdom

Autowebbusiness client output data

It appears that there could be fraud happening here, but check the credit card details!

IP Information:

ISP:
Organization:
City:

Region / State:

Country:

Country Code:

Continent:
Time Zone:
Latitude:
Longitude:
Postal Code:
Metro Code:
Area Coda:

204.152.215.147

0OC3 Metwarks & YWeh Solutions, LLC
Q3 Metworks & Yyeh Solutions, LLC
Los Angeles

CA California

United States B

Us

T,

Americad ns_Anogerles

34 043800354004
-118.25119781494

90014

803

213

Source:
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Checks and Balances

o _p : . FRAUD OPPORTUNITY
C u Sto mer L h eC KS — pa rt Zz Check that the credit card issuing country is the same
as the postal address of the customer.
Check the customer
postal address country The postal address is in the United The credit card was

address against the Kingdom issued in Thailand
card issue country

Customer Details

First Name: - Card Holder"s Name: S U S P | C| U OS ACT|V|TY
Last Name: : Credit Card Number: Ca rd issuing cou ntry does not

Email: J b | Credit Card Expiry: m atCh CUStO m er COU ntl’y
Address: I st Pyrch Kent Credit Card Type:

Postcode: Invoice Reference:

Invoice Description:

Transaction Details

Transaction Result: @ cuccessful Total Amount: ALID 88700

Transaction Number: L \ur Reference Number: L p reve nt c h d rge b ac k fe €s
Transaction Type: Furchase Resphyse Text: Honour With Identification (O U r Ba n k Ch a rges $2 5 .00
Response Code: 08 Authorisdtion Code; 000931 pe r C h a rge b a c k)

Transaction Date | Time: 0570872010 09:43:00 Settlement Dgte: 05ar2010

IP Adiress: .2 69.10.237.110 Browser: %

A chargeback is the return of funds to a consumer,
forcibly initiated by the consumer's issuing bank.
Specifically, it is the reversal of a prior outbound
Financial Institution: kasikombank Country of Card Issuer: transfer of funds from a consumer's bank

account, line of credit, or credit card.

Financial Information

EWAY payment gateway transaction output data

It appears that there is fraud happening here, contact card issuing bank.



http://en.wikipedia.org/wiki/Chargeback

Ensure your
website Shopping
Cart has the CVV2

number field
activated.

Payment Inforfation

Credit Card

Checks and Balances

FRAUD PREVENTION
Apparently in many instances credit card fraudsters do
not have the actual card, they only have the credit cards
numbers and often do not have the CVV2 number.

"% Card Verification Code - Google Chrome |— (O [ % |
htkps i fussn. messl, cor  SecureCart/finfol TV 2 aspocrmid=2444 7 ABG-D E

Tho Card Code, comctimeos called CWW2, CWC2, S Door CVR, iz a
J-digit code located on the back of your credit card, on the
signsture strp just to the right of the card number.

2 digit card verification number

Name on Card

Card Type\ | viza b

Card Number
Expiration Date
cvv2

(MRS

rhat's this?

On American Express cards, the 4-digit code is on the frat of the
card, juct akbove andto the right of the cmboscod card numboor,

For more information or to share

your story go the Wonderful Web
Women blog



http://wonderfulwebwomen.com/blog/2010/credit-card-fraud-and-the-internet-merchant-a-true-story/



